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1. Login to the Azure Portal and access the Subscriptions panel. Make note of the Subscription
ID that includes the resources for scanning.

Home 3 Subscriptions >

Subscriptions  #

t add [ Advanced options v

P search for a Subscriptions : Filtered (1 of 1) My role == all Status == all Fi7 Add filter
Subscription name Ty Subscription 1D 14 My role 4 Current cost Secure Score Ty Parent management group T4 Status T
Microsoft Azure Sponsorship - — Owner Not available - Tenant Root Group © Active

2. Copy/Paste the Subscription ID into notepad. This value is required for Azure scanning.
3. Return to the portal home page and click Microsoft Entra ID.

4. Click App Registrations.

i | App registrations % -

Microsoft Entra ID

B t New registration @ Endpoints /2 Troubleshooting () Refresh ¥ Download [ Preview features & Got feedback?
O overview £
I Preview features
Starting June 30th, 2020 we will no longer add any new fe: e Acti tory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security updates buf
¥ Diagnose and solve problems we will no longer provide feature updates. Applications will nead to be upgraded soft Authentication Library (MSAL) and Microsoft Graph. Learn mare
Manage
All applications  Owned appli Deleted

& Users —_—
& Groups g a display name or application (client) ID to filter these r.. iy Add filters
B0 External Identities
& Roles and sdministrators This account isn't listed as an owner of any applications in this directory.

% Administrative units View all applications in the directory

Delegated admin partners

»

# Enterprise spplications
L Devices

. App registrations

Identity Govermance
B Application proxy

T Custom security attributes

5. Click New registration.

6. Enter a name to best identify the App Registration to its purpose. Leave all other settings as
their default.
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Home » | App registrations

Register an application

¥ Name

The user-facing display name for this application (this can be changed later).

Supported account types

Wha can use this application or access this API?
@) Accounts in this organizational directory only (StickSecure only - Single tenant)
(O) Accounts in any organizational directory (Any Microsoft Entra 1D tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant} and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts enly

me cho

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

| Select a platform v \ | e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

7. Click Register to create the App Registration.

8. One the summary page copy/paste the Application (client) ID and Directory (tenant) ID to

notepad.

Home 3 | App regis!

-test-application =

0 Search « [l Delete &3 Endpoints [5 Preview features

B overview
A Essentials
& Quickstart
Display name ] Client credentials

#" Integration assistant

Application (client) ID 1 PR Redirect URIs

Manage Object ID T e e R e A A Application 1D URI

ged application in |

U lication

B Branding & properties Directory (tenant) ID

Supported account types ization only

D Authentication

Certificates & secrets
@ Welcome to the new and improved App registrations. Looking to leam how it's changed from App registrations (Legacy)? Leam more

I Token configuration

# APl permissions @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to provide technical support and security
updates but we will no longer provide feature updates. Applications will nesd o be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

& Expose an AP|

App roles GetStarted  Documentation

& owners
& Foles and administrators

Build your application with the Microsoft identity platform

H Manifest
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9. Click Certificates and Secrets

10. Click New client secret and enter a Description (e.g. Steampipe Scanner)

O Search | «

Overview

& Quickstart

5 Integration assistant

Manage

&2 sranding & properties

D Authentication
Cetificates & secrets

It Token configuration

5 API permissions

@ Expose an APl

B App roles

i Owners

4. Roles and administrators

[l Manifest

test

-test-application | Certificates & secrets

A Got feedback?

Credentials enable

scheme). For 2 high:

fidential applications to identify themselves to the authentication service when receiving tokens at a wel
evel of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (0)  Clientsecrets (0)  Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application ¢
T New client secret
Description

Expires Value © se

No dlient secrets have been created for this application.

Add a client secret

Description

Expires

11. Click Add to create the new Client secret.

12. Copy/Paste the Value from the created Client secret into notepad
to retrieve this value after navigating away from the page.

. Note: You will not be able

ome > App

B overview

& Quickstart

# Integration assistant
Manage

B2 pranding & properties
23 Authentication
Certificates & secrets
Token configuration

% API permissions

& Expose an AP/

. App roles

& Owners

&l. Roles and administrators
Bl Manifest

Support + Troubleshooting

&2 Troubleshooting

I New support request

-test-application | Certificates & secrets =

| « & Got feedback?

@ Got = second to give us some feedback? —

Credentials enable confidential applications to identify

to the authentication service when receiving tokens at a web addressable location (using an HTTPS

scheme). For 2 higher level of assurance, we recommend using a cerfificate (instead of a client secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below,

Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password.

= New client secret

Description Expires Value O

¥ s e 5 8/12/2024

Secret ID

The created App Registration should now be granted access to the resources intended for scanning
by Steampipe. The below are details on attaching at the resource group level. This allows the
Steampipe query engine read access to all resources container within the selected resource group.
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1. Inthe Azure Portal select a Resource Group to assign the App Registration

2. Click the Access control (IAM) link in the left panel.

profile to.

—

N

Resource group

| Access control (IAM) %

Classic

| « + Add ~ ¥ Download role assignments
Overview 4
Check access  Role s Roles
B Activitylog _
AR, Access control (1AM) Myaccess
View my level of access to this resource.
@ Tgs
:
< Resource visualizer
Events Check access

Settings

2 Deployments
O security .

Grant access to this resource
@ Deployment stacks

© Policies Grant access to resources by assigning a
1 properties Leam more (7

@ insights preview)

B plerts

Deny t

Review the level of access a user, group, service principal, or managed identity has to this resource, Lea

View access to this resource

View the role assignments that grant access
tothis and other resources,

Leam more (7

A7 Feadback

View deny assignments

View the role assignments that have been
denied access to specific actions at this
scope.

Leam more (7

Create a custom role

Create 2 custom role for Azure resources
with your own set of permissions to meet
the specific needs of your organization.
Leam more (7

3. Click Add -> Add Role Assignment

4. Enter Reader in the search panel and select Reader from the available Job function roles.

Home

rg-  Access cor

Add role assignment

Role  Me =

Review + assign

Assignment type
Job function roles  Privileged administrator roles

Grant access to Azure resources based o job function, such as the ability to create virtual machines.

A role definition is 2 collection of permissions. You can use the built-in roles or you can create your own custom roles. Learn more &

5.

AcrQuarantineReader
Advisor Reviews Reader

AgFood Platform Service Reader

API Management Service Readr Role

API Management Workspace Reader

App Compliance Automation Reader

App Configuration Data Reader

Attestation Reader

Autonomous Development Platform Data Reader (Preview)
Azure API Center Dats Reader

Azure Centar for SAP solufions reader

Azure Digital Twins Data Reader

Azure Front Door Domain Reader

Azure Front Door Profil Reader

Azure Frant Door Secret Reader

Next

reader Type : Al Category : All
Name © Description 1y
Reader View all resources, but does not allow you to make any changes.

acr quarantine data reader

View reviews for 3 workload and recommendations linked to them

Provides read access to AgFood Platform Service

Read-only access to service and APls

Has read-only access to entitesin the workspace. This role should be assigned on the workspace scope.
Read, download the reports objects and related other resource objects

Allows read access to App Configuration data

Can read the atestation provider propertes

Grants read access to Autonomous Development Platform data.

Allows for access to Azure AP Center data plane read operations

This role provides read access to al capabiltes of Azure Center for SAP solutions.
Read-only role for Digital Twins data-plane properties

Forinternal use within Azure. Can view Azure Front Door domains, but can't make changes.
Can view AFD standard and premium profiles and their endpoints, but can't make changes.

For internal use within Azure. Can view Azure Front Door secrets, but can't make changes.

Type T
BuitiinRole
BuikinRole
BuikinRole
BuikinRole
BuikinRole
BuikinRole
BuikinRole
BuitinRole
BuikinRole
BuikinRole
BuikinRole
BuittinRole
BuittinRole
BuittinRole
BuittinRole

BuittinRole

Category T
General

Containers

None

Al + Machine Learning
integration

None

None

integration

Security

Preview

None

None

Other

None

None

None

Details

View

& Feadback

Click Next

Select members.

6. Onthe Members tab set Assign access value to User, group, or service principal and click
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7. Inthe Select members panel search for the name of the application created above and add

them to the members.

1 Select members
Add role assignment

Name. object ID

8. Click Select

9. Click Review + assign

10. This process has now set up the created Application Registration to have read permissions to
the selected resource.

The copy/pasted details from above are to be used when registering a new Azure or MS 365 profile
in Stick Secure. Those values are:

Subscription ID, Tenant ID, Client ID, Client Secret
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