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AWS Integration

We have put together some rough screen shots for users to set up their authentication
token with AWS that is used to run the scans. Ideally the client should create a new
user account to use for the scans for ease of management from their side.

1. Access the Identity and Access Management (IAM) service in AWS. This can be
found by searching for IAM in the search bar and selecting IAM from the Services
category.
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client should set up a new user.

Identity and Access X 1AM > Users
Management (IAM)
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Click on the Users option to load users attached to the AWS account. NOTE: The
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Select a User and click the Create access key link to start the process.

Select the appropriate option that best describes the use of the Access key being

generated (e.g. Third-party service). Confirm the Terms and Conditions and

the ‘Next’ button.

1AM > USers ¥ seaco. » Create access key

Access key best practices &

Access key best practices & alternatives w.

alternatives void ong-term credentials like access keys to improve your security. Consider the following use cases and alternatives.
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5. Enter a description that best describes the use of the tag (e.g. Stick Secure AWS
Scanner). Click the ‘Create access key’ button to generate the key.

) Createaccesskey

e Set description tag - optional i

The deseription for this access key will be attached to this user as a tag and shown alongside the access key

s Description tag value
Set description tag " %

Retrieve access keys

6. Step 3. After the key is generated ‘Download .csv file’ to get a hard copy of the
generated key. Copy/Paste the Access key and Secret access key for storage as
they cannot be accessed after clicking away from the page.

@ Access key created
“This is the only time that the secret access key can be viewed or downloaded. You cannot recover it later, However, you can create a new access key any time:

1AM 3 Users ) , 3 Create access key
Retrieve access keys e
Access key
Access key Secret access key
Retrieve access keys L= -0 36 (< o —mspwoy  Hide

Access key best practices

Download .csv file Done

7. The Access key and Secret access key values are then used in StickSecure to
Connect to AWS.
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8. The AWS_REGION value should be ‘ap-southeast-2’ for targeting Australia. This
value would change based on the region the user is hosting their framework.

AWS Account

Profile name (max 250 characters)

AWS_SECRET_ACCESS_KEY

AWS_ACCESS_KEY_ID

AWS_REGION
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